At present, the notion of a cloud has expanded so much that there is no area of knowledge other than the concept of cloud. The most important reason for this is the ambiguity in the definition of this concept in the literature. Some have used the concept of a mobile cloud to create private cloud environments, while others have defined the cloud as a complex environment consisting of many different entities and layers, while others regard the cloud as parallel, discrete, and grid. In other words, the concept of cloud can sometimes be limited by the user devices and sometimes by the user devices. QR code, which is a precise and accurate way of communicating a text or symbol to the other side, is very broad, as is the concept of cloud use. The use of this technology is increasing with the availability of data encryption algorithms. As an abbreviation of the term "QR code," the QR phrase "Quick Response," which is the English language name, is used. In this study, when the same request is requested for different users (clients) in the web service, the response generated by the server at one time is sent to the different users at one time and the users get different messages. It is intended to reduce the load on the server and respond more efficiently to clients. Scrambled steganographic QR codes will be used for these operations. Some of the highlights of the paper are different message transmission with the same QR code to different users in web services and message verification with a hash value, using fake keys and advantage of changeable security mechanism.
and encryption field are as follows. QR codes are sometimes considered as an image and the image is encrypted [6] . Sometimes an image is converted into a sequence of numbers and stored in a QR code encoding. In this method, QR codes can be used in a certain way. In the encrypted QR codes, the working time was tested according to the classical encryption algorithm by working on the cellular automatic [7] . Sometimes QR allows certain images to be encrypted with users' social media information. These are the steps used in encryption. The URL of the user profile page is selected. This profile produces the appropriate QR code. The image or data to be uploaded from the profile is selected. The generated QR code is encrypted with the selected image [8] .
Various encryption algorithms (AES, DES, and TripleDES) for accessing the original QR code and another application for making the decryption key requirement are used. Here the message is encrypted according to the algorithm that was originally set and the code creation and decompression processes have been tested [9] . Various methods are used to hide information in QR code. One method is to store the information to be stored on the keys determined according to the length of the error correction code specified in the QR code in specific regions in a piecewise manner [10] . Here it is desired to store information into the QR code. In another method, the main picture is compressed first, and the QR code to be stored is embedded in this picture. Here, it is desired to store the QR code picture in the main picture [11] . There are three methods for storing messages in the QR code. The first is to use the hash function. The second is to use a symmetric encryption algorithm for text encryption to be hidden. In the third method, the data to be hidden is embedded in the original QR code without distortion of the original contents. This method has been used [12] . Storing the encrypted message stored in QR code helps to prevent the message from being modified. If the content of the message in the stored code changes, the message will not be relevant to the original message [13] . In QR code, unlike the others, the concept of information storage on the code (region within) has emerged [14] . An approach similar to the algorithm used in water texture play in glazing is used [15] . In another concealment method, the information required to store is initially divided into three parts. Parts are translated to ASCII code. These parts are hidden on the color QR (digitally processed on the RGB bits) by associating each part with QR codes processed on different colors [16, 17] .
The general characteristics of publications made in the field of QR code and encryption/cousage: in a study, the encryption algorithm is determined for the message to be hidden and for encryption. Four images are determined, one of which is the image to be hidden and the other is the image of the outer surface. The result is color in the resulting QR code as it is imaged in color [18] . The QR code containing the message is stored in a selected image [19] . Another area of use for different users is to use different messages. On this basis, certain users can understand messages different from the same QR code as their decryption key [20, 21] . In another work, the QR code is concealed in a picture so that the user can see the secret message with the QR that the user has obtained with the decryption key. In practice, the QR code is hidden into the QR code without any distortion into the QR code [22] .
Another area of use of QR codes is the watermarking. The concept of watermarking is often confused with stenography. The purpose of watermarking is to keep information about the object to be kept and to indicate the object belonging to whom it is working on, while the stenographer is to hide the information and make it understood only by the person concerned. Although the work done can also be used in watermarking hidden QR code, this has not been evaluated in the tests made. In a study conducted, the QR code was used in the marking of a medical image belonging to a company that belonged to that firm [23] . In another study on medical images, QR code and image were watermarking with various algorithms. The success of stigmatization was measured by taking certain parts of the images [24] . In the QR code, the watermarking was used to indicate that the relevant code belongs to a particular organization [25] . This image is usually identified as two images [26] , because when the image is used in color, the duration of the process is extended [27] .
The general characteristics of publications made in QR and web services are as follows: An example of use is the identification of authentication in web services by authenticating the QR code generated after the user has entered the authentication information with the mobile application through the mobile device [28] . The reason for using mobile devices here is that such devices are the most personal devices [29] . When you want authentication in web services to be done with QR code, different ways are used to authenticate the client and server. But the code to be used for authentication is created (client) or verified (server) on the mobile device [30] . This two-dimensional verification can also be done using the QR code. At that time, the process first makes a request of the client, the server sends a QR code to the person, and this QR code of the client reads the mobile device, sends the request and device identifiers to the presentation, and ends with verifying the request of the server. The difference between the last two runs is that the QR code generated at the end is client specific and not client specific. In the first case, the code client was formed especially [31] . Another work is to authenticate with the QR code and to provide the response of the contents of the multiple services in one go [32] . The user has access to more than one application thanks to the single QR code. QR codes are also used for mobile authentication. In an operation, the user tries to enter the application with the password. The QR code is generated by checking the password. The user scans the generated code for execution. The application receives authentication information from the encrypted message. The application prompts the user to indicate this in the main application by displaying a descriptive code. This code is entered according to the correctness [33] . The difference here is the need to authenticate from the mobile application to access the difference.
Hash functions are algorithms that allow variable length data to be stored in the fixed length by converting it to data. Generally, the information to be used in comparison is stored in a fixed length format and used for comparison. They are not reversible. That is, the original value cannot be obtained from the obtained value. The aim is to generate an extract value from the user's intended data to be used in the study and to transmit the value to the server and to obtain the value of the extract and the comparison of these values with the data that the server will generate in the response service. This facilitates the detection of unwanted users. With the SHA512 algorithm used in the study, 384 bits with the SHA384 algorithm, 256 bits with the SHA256 algorithm, and 160 bits with the SHA1 and RIPEMD160 algorithms are produced. The large length of the output data produced reduces the possibility of generating the same output as another data set.
Hash functions can be used for various purposes with QR code. In product distribution, when a product is requested, product and user information are stored in the database and when the product reaches the customer, the product can be compared with the hash value of the QR code to be generated by the user's own mobile device when it is desired to be delivered to the user [34] . Sometimes the QR code contains a hash value and this value is used for signing [35] . When creating the hash value, it is important to determine the sequence in which the data is used to generate this value. A different combination refers to a different hash value. It is a different use area to use a particular message to be used in a stamp or to be encrypted and encrypted by a message [36] .
By the end of the first half of 2018, it was observed that the studies conducted with the QR code were the most performed in the security field. In a study related to text reading for the handicapped, the text to be read was compressed, the QR code was generated with the obtained text, and then a sound file was obtained by analyzing. QR code and compression techniques [41] : in another work done, contents of other regions are embedded in different points of the QR code and the contents can be read without incomplete parts of the code. In other words, by default, the code was attempted to increase the percentage of missed readings [42] . In another similar study, color codes were proposed to increase the length of the text that can be stored in the QR code as the capacity [43] . More flexible access is another work of building glaze distribution schemes built with QR code for high-level security [44] . Normally, for client-side cloud storage cheats created from combinations of user's passwords, automatic authentication to new devices using QR code for authentication is not a new area for using QR codes as a security mechanism [45] but this work was attempted to develop this concept. In the last study examined, the QR codes on cardboard boxes containing liquids were exploited due to the deterioration of the sun or various factors. QR code and online and on-paper evaluation methods were compared in evaluation forms made with medical students in different regions. It has been seen that students prefer QR code the most and fill the form in less time thanks to it [46] .
In a study close to the work done, this QR code was embedded in another picture [47] with the message being encrypted and the encrypted message stored in the QR code and stored in the QR code generated by the decryption information stencil. Another study is similar to the previous one, and the QR code generated is more likely [48] . In the work, the message is embedded in the QR code, the QR code is encrypted and embedded in the top QR code, and the concept of hash values, hash algorithm usage, pseudo key usage, and variable size are the differences of this work. Occasionally, QR can be corrupted as a result of code manipulation (e.g., stamping (Image Steganography Application C#, 26.05.2018) as well as the corruption of the value of the code. There is no such problem in working.
The literature should be understood as a collective examination of the subordinate subheadings of the publications mentioned in relation to the QR code, not merely related to the subject concerned. For example, in [49] , it is aimed to perform code authentication with QR codes together with hash functions, encryption, and steganographic techniques. This is generally seen in the context of security mechanisms.
Experimental Method
In the test environment, WCF, which is included in the editor of Visual Studio 2015 Professional, is used for web service. SOAP is used as the communication protocol, and communication is performed at the message level security layer. Because the web services are created in the environment client and server, the operations performed in the relevant sections are shown in the most basic form in Figure 2 , and the client-and server-based operations in Figures 3 and 4 are listed.
Tests performed in the test environment are based on the lower value (the value contained in the QR code hidden in every visible QR code and decrypted as it appears in encrypted form), not over the transmitted value of the imager (the value contained in the QR code that appears everywhere).
Features of the computer used for testing are as follows: processor speed 2.3 GHz, 12 GB RAM, 1 TB memory, and 2 GB capacity display card. In the test environment, only the study period has been examined as an output variable and the size of the communication files resulting from the communication has not been examined. In the test process, up QR code contains "aaaaaaaaaa" string and hidden QR code contains "bbbbbbbbbb" string.
The test architecture will be examined separately as a server and a client. Here is the general outline of the process: converting a client request to the appropriate QR code format (hidden value is not tested in hidden or nonconfidential form), creating a hash value, accessing message content, and creating a hash value, hash values comparison, if the evaluation is positive.
Server-oriented operations include the following. See Figure 3 . Client-oriented operations include the following. See Figure 4 . The steps of the steganography algorithm used in creating and solving the image used in communication are as follows.
In order to convert the binary image into a binary image, the average of the R, G, B values of each pixel is taken as the value of the corresponding pixel of the grayscale image.
To obtain a bit sequence from the pixel array, the key value is first subjected to exponential processing with the pixel value, and the resulting value is converted into a bit sequence. Once the number of elements of this bit array is known, the array is converted to 1 and zero values. The index is reversed.
The elements of the bit array are summed, and the sum of the values is converted into a byte value to obtain the bit array. The converted value is subjected to exponential processing with key values and a new value is obtained.
Normal and QR code images to be stored are read and transferred to variables in the bitmap type. If the sizes of the two images are not the same, the size of the imager to be stored is equal to the size of the normal imager. The key value is read and the integer is stored in variable type. Message bits, Alpha-bits. Red bits, green bits, and blue bits. The new Alpha, the new red, the new green, and the new blue variables are initially created with a byte value of zero. The image is then passed to the encryption step.
In the image encryption step, the following operations are performed for each pixel in the image. The pixel value of the image to be hidden is read. The red component of the normal bit is read, and the message bits are transferred to the variable. The message bits are equal to the first and the first indexed elements of the variable are equal to the 6th and 7th indexed elements of the Alpha variable, and the second and third indexed elements are equal to the 6th and 7th indexed elements of the red bits variable. The 4th and 5th indexed elements are equal to the 6th and 7th indexed elements of the green bits' variable. The 6th and 7th indexed elements are equal to the 6th and 7th indexed elements of the blue bits' variable. Alpha bits, it's fried. Green and blue bits are equal to the image to be stored. In the decryption process, inverse operations are performed.
Results and Discussion of the Test
In this section tests made according to certain variables in the test environment will be examined on a variable basis. Variables were examined on a partition basis and at the end, the test environment was tried to be determined depending on the median of the variables. In Figures 5-12 , the numbers in the x column and what they contain are reported in figure names.
When the subfigures of Figure 5 are examined, increasing the number of users for the same workload increases the working time. Therefore, it is advantageous for the users to communicate with the server that the user is not disconnected from the environment if the number of messages is likely to be large. But this advantage is fixed after a certain distance. This means that it is advantageous that clients who can receive services from the server more than a certain number of times are not disconnected from the environment. Because the strategy of disconnecting from the environment requires some security mechanisms at first to connect the user to the environment, the traffic in the environment is also increasing. For this reason, the transmission of the communication channel is falling.
When Figure 6 is examined, the number of messages for the variable client for the same workload is SHA512, the most appropriate hash algorithm in the client number combination. Although other algorithms are not considered similar in their runtime, nu has been chosen because the algorithm is the most secure (encryption key is longer). The algorithm can be used to develop a more secure hash algorithm that does not make a significant difference in the future work of the test. Figure 7 shows that while size growth is a disadvantage in QR codes, communication over a single code is more advantageous than dividing the process if necessary.
When Figure 8 is examined, it is observed that the number of image layers is inversely related to the productivity in the test environment. However, the use of this feature in message communication at certain times does not affect the situation in which it can be used as a security mechanism. 3. Creating random key to be used in communication.
However, only fake keys or keys that are used in hash value are created in communication.
4. The QR code size to be used is determined. 5. The QR code is generated with the parent text value.
6. The QR code to be stored in the generated QR code is created and buried in the previous QR code as many times as desired.
7. The last generated QR code, key values and hash value are sent to the server for resolution. Figure 6: Sign algorithm efficiency study for the test environment, the number of messages for each client, the number of clients, the signing algorithm (1) 1000 -1 -SHA512 (2) 1000 -1 -SHA384 (3) 1000 -1 -SHA256 (4) 1000 -1 -SHA1 (5) 1000 -1 -RIPEMD160 (6) 1-1000 SHA512 (7) 1 -1000 SHA384 (8) 1000 -1 -SHA256 (9) 1000 -1 -SHA1 (10) 1000 -1 -RIPEMD160.
Because of using the different number of image layers and using it as a parameter, the other party will be able to prevent attack by false QR codes sent as an attack by knowing the approximate value of the size of QR code to be formed with these parameters. It is more convenient to use this security acquisition as an auxiliary solution, not as a standalone solution.
In Figures 9 and 10 , it can be underattended that if there is an image transmitted in the test environment and encrypted, the difference between unencrypted communications is not sufficient considering the advantages of the encrypted environment. So encrypted media should be preferred. It may be advantageous for clients that may be able to make another request for the same workload not to be disconnected from the media as much as possible.
When Figure 11 is examined, the running time of the encrypted environment is more variable. values in the same test step is negligible. When all the load distribution in the system is examined, the encrypted communication for this test environment is not a disadvantage but it can be an advantage. When the test environment is repeated for the same business unit in the test environment, there will be an irregularity in the runtime. This is a case in the web service. When Figures 12(a) and 12(b) are examined, it is observed that there is no subtitle and upper text length for the test environment having the same conditions. The difference in working time is thought to be the irregularity of the working time of the system. This situation has been proven by Figure 12(b) .
When all the conditions are examined, increasing the variables does not seem like a disadvantage, but it seems to be advantageous in situations where it is necessary or rather than dividing operations to increase the level of security. The disadvantage is that the incremental biased image layer greatly increases the working time of the test environment (according to the security level to be earned). This variable is suitable for testing clients at regular intervals when the requesting server communicates with a large number of clients.
Conclusion
The application strategies obtained when the test results are evaluated are as in Table 1 .
The differences in the work from the other works can be as follows. It can be used with the encryption key of the desired length in the desired number. This key can be Figure 11: 100 times messaging for encrypted and unencrypted testing environment, working time, the processing sequence for other messaging except the first messaging, red encrypted media values, blue media-free media values, the horizontal axis is logarithmically ordered.
found in the non-QR information to be transmitted by adding the pseudo key (s), interleaved with various combinations. Hash messages can be obtained to be verified using the desired signing algorithm. It is usually advisable to hush extra messages in the work. Transmission can be done with the desired number of layered QR codes. The number of layers can be used as a parameter in an extra message. The desired size QR code is suitable for use. However, it is recommended to choose the smallest size that can accommodate the message to be sent. These features will allow applications to choose extra security features (which can be flexible depending on the features to be specified), specific to the group, specific to the user, or both. The biggest disadvantage of the work is that the QR code used must be created and used in a digital environment. That is, the desired features cannot be used with a printed QR code. As a further work, it is aimed to improve the conditions of security mechanisms in [50] and to work on printed QR codes. Gigabyte. 
Symbols

Relationship of a hash algorithm for test environment
The SHA512 algorithm can be selected. The hash algorithm for the test environment QR code size relation
The lowest QR code should be preferred whenever possible.
Image layer relationship for test environment If the number of layers is selected a lot, the working time is very long, so it can be used as a choice between low numbers. Text size for unencrypted test environment the content of the related descriptions includes the length of the subtext, the length of the upper text
The effect of the length of the top and bottom text on the duration of the study is insignificant. This feature can be used because variable length selection affects hash value.
The text size relationship for the encrypted test environment, the length of the contents of the description subtext It has the same conditions as the free environment. As a difference, there is a period of irregular working which comes from the encrypted environment itself.
Data Availability
The data used to support the findings of this study have been deposited in https://mega.nz/#F!vmQxUaqD!m0yKto6y -Tk1QgU78sJBA.
